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Abstract— Now-a-days internet acts as a huge source of information whereas the Question and Answer (Q&A) systems are
widely used for information and knowledge sharing. The efficiency of the Question and Answer systems can be calculated
depending on the factors like how correct the questions are answered within a short waiting time. For the user to be presented
with correct answers for the questions asked, the questions are to be forwarded to those persons who are willing and capable to
answer. This can be procured with the help of Question and Answer system with in a social network. This Secure Social
Question and Answer system can be performed based on properties like common interest and mutual trust friendship among the
people in the social network. The above two properties will be considered in identifying the appropriate answerer for a
question. Security of the Question and Answer system is achieved with the use of bloom filter to protect user identities for the

effective exchange of information.
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L. INTRODUCTION

Information can be attained either by searching or
asking. Every day a large amount of data is added in the
internet from which searching the required information for the
vast amount of data becomes a difficult task [1,2]. To avoid
such cases of difficulties asking helps in getting the required
information correctly within a short time, which can be
achieved with the use of Question and Answer systems. These
Social Question and Answer Systems mainly serve the
purpose of getting information in case of non-factual
questions like "what is use of Mars Orbital Mission?" To
answer this type of questions the answerer needs to have
knowledge in the particular field. Using this property Social
Question and Answer system forwards the question to the one
who is capable and willing to answer. This Q&A system
mainly involves two properties like common-interest between
users and mutual trust friendship between the asker and
answerer. We come across a lot of question and answer
websites which are used by large number of Internet users.
This Social Q&A not only serves as a source for technical
knowledge but also a source of receiving advice from those
we trust. Thus this Social Q&A serves both factual and non-
factual questions.

Every day a large number of questions are being
posed in the internet. When a question is asked, there may be
much number of users to answer the question. In such cases,
the chance of answering the question is given only to those
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users who are capable and also willing to answer the question
within a short time. In order to find out the most appropriate
answerer, this Q&A allows users to define tags i.e., users
provide the interest categories to which their questions belong
at the time asking questions. But there may be type of
questions for which it is difficult to find the categories to
some like "how to plan a perfect trip?"

As a result, there is a lot of demand for the social
Q&A systems which provide the most appropriate answer
with least waiting time and having less number of
unanswered questions.

The Social Q&A not only meets the purpose of
answering and asking questions but it should also protect the
privacy of the users. Many users may ask or answer questions
related to sensitive topics like health issues, political matters
[7], in such cases the users need some privacy protection to
avoid potential disclosure of personal information.

The Secure Social Question and Answer System is
implemented with small number of users which depicts the
real world implementation. The rest of the paper is organized
as follows. Section Il presents a concise review of
Literature survey. Sections Il and IV present the details of
the architecture of the Secure Social Q&A and its
enhancement methods. Section V measures the Social Q&A’s
performance with various techniques used. Section VI and
V11 concludes the paper with the possible future works.
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II. LITERATURE SURVEY

The importance of Question and Answer systems are
increasing day by day. The capability of the question and
answer system depends on many factors like response time
and the capability and willingness of the persons to respond
for one’s questions and correctness of the answer. The
existing Q&A systems with the asker-answerer relationship
are different from the one which is present in the Social
network Question and Answer system. Here in this, it
concentrates on finding the appropriate answerer for the
particular question. Social Network Q&A also works well in
case of opinion type questions.

There are many search engines which help to
provide information when searched using keywords and also
they provide a list of documents from which one has to search
for the suitable answer, which is time consuming and also
sometimes making it difficult to find the solution. In such
situations Social Q&A helps users to get answers for their
question with in a less response time.

Some research categorizes questions into predefined
categories, so that it makes the process of asking questions
easier by choosing the category to which they belong. Also it
helps the answerers to choose among the category with which
they can comfortably answer questions.

Compared to previous Q&A systems, Social Q&A
leverages both the common-interest and mutual-trust
friendship to improve the performance of the Q&A system.
Different algorithms are used to determine user interest,
question interest and question user mapping. Social Q&A
focuses on how to leverage social network properties in better
identifying the capable answerer for a question with
predefined interest categories.

III. A SECURE SOCIAL NETWORK QUESTION AND ANSWER
SYSTEM

The Rationale of Social Q&A Design

Social network is formed assuming each person as a
node and the connection between nodes is termed as a social
relationship. An online social network connects friends with
real-life relationship. Friends in an online social network tend
to share similar interests and also trust each other. Using these
two properties, Social Q&A is developed incorporating social
network to improve the quality of answers and also decrease
the waiting time. Its main property is that it forwards
questions to the social friends having common-interest and
social closeness.

The Design of Secure Social Q&A
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Figurel: The Architecture of Secure Social Q&A.

Like all online social networks, it also has user’s
profiles that records user’s information like interests,
education, hobbies and etc. Users enter their information with
the use of user interface which contains the details like users
registration, login etc.

The architecture of Secure Social Q&A defines the
important components like User-Interest Analyzer, Question-
User Mapper, Question Categorizer. Category Synset stores
the information regarding the predefined categories and sub-
categories. Social Info. stores the data about the social
activities of the users like searching friends, sending friend
requests, accepting requests etc.

User-Interest Analyzer

The main purpose of the User-Interest Analyzer is that it uses
the user’s profile information and also user’s interaction to
analyze the interests of the users. At the time of registration
users are allowed to define the topics in which they are
interested in. Also if a user asks or answers a question in a
particular category this shows that the user is interested in that
particular category. Here, in this we have 6 predefined
categories like Movies, Music, Software, Sports, News and
Health.

Algorithm 1: Pseudocode for User-Interest Analyzer

Input: A user’s profile, questions and answers

1: Parse the “interests” field to generate a token stream
2: Parse the “activities” field to generate a token stream
3. Use the inputs from the user’s selection from the
Music, Movie, Television and Book fields to
generate token streams

for each token stream Ty (Tx=Tmus Tmo, TS, Tn) dO
Check each token in the Synset

if a matching interest category li exists then

Update interest weight: W ++

end if

N~
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9: end for

10: Keep updating W;; based on questions asked and
answered and profile update.

11: Periodically update user’s interest vector

The Algorithm 1 shows the psuedocode for User-Interest
Analyzer which takes the users information and activities as
the input. Using this algorithm every user is given an option
of entering the category of their interests. Every interest
category is assigned a weight W;. Initially the weight of every
interest category is considered as 0.W; is incremented by 1 for
each appearance of the interest in the parsed information from
a user’s profile and interactions. The order of phrases does
not necessarily represent the different preferences of a user.
Thus, we count the frequency that an interest’s synset appears
in all phrases to indicate the user’s preference on this interest,
because the frequency represents a user’s focus on an interest
currently.

Question Categorizer

The primary task of Question Categorizer is to
categorize a question into predefined interest categories based
on the topic(s) of the question. We also allow users to input
self-defined tags associate with questions, which are analysed
in question parsing. Question Categorizer generates a vector
of question Qi’s interests, denoted by Vg, using a similar
algorithm as Algorithm 1. While processing a question, Social
Q&A examines the tags and text of the question and
generates a token string. The tokens are compared to Social
Q&A'’s Synset to determine the categories where the question
belongs. We have calculated the interest weight without
normalization in order to predict the user intelligence to
answer a question of Interest.

Question-User Mapper

Question-User Mapper identifies the appropriate
answerers for a given question. The potential answer
providers are chosen from the asker’s friends in the online
social network. Note that the changes in a user’s friends in the
online social network do not affect the performance of Social
Q&A as it always uses a user’s current friends. To check the
appropriateness of a friend (Uy) as an answer provider for a
question, two parameters are considered: i) the interest
similarity between the interest vectors of the friend and the
question (denoted by ;U ); and ii) the social closeness
between the friend and the asker (denoted by C;Uy). The
former represents the potential capability of a friend to
answer the question, and the latter represents the willingness
of a friend to answer the question.
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Input: Interest vectors of a user, his/her friends and question
1: for each friend Uy in the friend set of U; do
2: the similarity between their interest vectors
3: Compute asking and answering interaction frequency
4:  Order the friends in descending order
5:  Notify the top N friends

6: A list of potential answer providers.

Algorithm 2: Pseudocode for Question-User Mapper
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Disadvantages of the existing system

Although Social Question and Answer system helps
in finding appropriate answerers by forwarding questions to
those persons who are capable and willing to answer a
question. But there are certain cases in which the asker of the
question may ask some questions which are related to some
sensitive topics like political issues, health issues etc. In such
cases there is a necessity to provide some privacy to the user
who is asking the question and also the one who is going to
answer the question. The privacy and security has to be
provided to the users and also to the question from being
known by the intruders.

IV. PROPOSED SYSTEM

In the proposed system, in order to protect user privacy and to
provide security to the questions techniques like Bloom Filter
and Onion Routing are going to be used.

Bloom Filter Based Personal Information Exchange

To protect user privacy to a certain extent, friends
should avoid exchanging such personal information directly.
Instead, they should exchange the encrypted information of
their friend lists and interest vectors. The challenge here is
that the encrypted information should not only protect a user
from revealing direct information to others but also serve
counting the common friends and interests. The counting
bloom filter technique can meet this requirement. Therefore,
to handle this challenge, Social Q&A uses the counting bloom
filter technique to encrypt information that is exchanged
between friends.

A counting bloom filter uses K hash functions to
encrypt personal information for protection. The bloom filter
results are stored in an integer array of t entries. Each hash
function encrypts the feed information into an integer m
within [0; t], and the m™ entry of the integer array is increased
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by 1. To search whether an information item is stored in a
bloom filter, the information item is encrypted by each hash
function of the bloom filter. If for each hashed result m, the
value at m™ entry in the array is larger than 0, this information
item has a higher probability of being stored in the bloom
filter; otherwise, it is not stored in the bloom filter.
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Algorithm 4; Pseudocode for Onion Routing

Algorithm 3: Bloom Filter Algorithm

INPUT: USERS INFORMATION

1: Bloom filter uses K hash functions to encrypt users
information for protection.

2:  Results are stored in an integer array of t entries.

3:  Each hash function encrypts the feed information
into an integer m within [0; t], and the mth entry of
the integer array is increased by 1.

4: If for each hashed result m, the value at mth entry in
the array is larger than 0.

5. User’s information item has a higher probability of
being stored in the bloom filter.

6: Otherwise, it is not stored in the bloom filter.

7: Each user feeds each of his/her friend IDs into a
bloom filter.

8: Friends exchange the bloom filter results instead of
friendship information directly.

Onion Routing Based Answer Forwarding

Onion Routing is a technique for anonymous
communication over a computer network. In an Onion
network, messages are encapsulated in layers of encryption,
analogous to layers of an onion. The encrypted data is
transmitted through a series of network nodes called Onion
Routers, each of which peels away a single layer, uncovering
the data’s next destination. When the final layer is decrypted,
the message arrives at the destination.

Here in this network the use of Onion Routing comes
into existence when a user asks a question and if the person
who received the question is unable to answer the question he
can forward the question to the other user’s, in this case the
one who is forwarding the question becomes the sender. Here
the one who is receiving the question is only known that the
sender of the question is the previous node only and is
unaware of the initial sender and if there exists a case of
further forwarding the question, it becomes the intermediate
node. In Onion Routing, when a message is to be delivered in
a path between the sender and the receiver there may exist
many intermediate nodes in which every intermediate node is
only known the address of its immediate neighbours only. So
with the use of Onion Routing user’s identity is unknown to
the intermediate users who are forwarding the questions.
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1: Identify the asker and the answerer.

Encrypt the identities of the asker at each layer.

3: Every intermediate node decrypts the previous layer
and encrypts a new layer.

Repeat step 3 until it reaches the final node.

5. The final node decrypts the data.

N

s

Advantages of the Proposed System

Now-a-days in Social Networks protecting the
identities and the personal information of the users is the
challenging task ever. Using the techniques like Bloom Filter
and Onion Routing measure are taken to protect user
identities and also ensure secure connection while
transferring data between the users.

V. Experimental Results

This Secure Social Q&A project experiment is
carried out among the M.Tech Computer Science students of
Jawaharlal Technological University Kakinada. We created
27 users and assigned random interests to each and every
user and made each student to ask and answer questions in
predefined categories like Music, Movies, Sports, Research,
Software etc.
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Figure 5.1: Prototype implementation of Secure Social Q&A.

The above figure shows the implementation of the
Secure Social Q&A which provides certain options like
viewing user’s profile, adding interests, searching for friends
and accepting friends. Through this portal a user can ask
question and one can answer their friends questions. There is
also an option to give ratings to the user’s answers which
helps in improving the quality of their answers.
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Figure 5.2: Bloom Filter implementation of Secure Social
Q&A.

A Secure Social Network Question and Answer System
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Figure 5.3: Onion Routing implementation of Secure Social
Q&A.

The purpose of using Bloom Filter is mainly to serve the
purpose of hiding the question. This is mainly useful in case
of people asking some sensitive questions that may be related
to political issues, health issues in which user needs some
privacy. So using Bloom Filter we are going to encrypt both
the questions and answers. In the above figure 5.3 it is shown
that the identities of the users who asked questions are
encrypted this is because in Onion Routing when a message is
passed in a path the intermediate nodes are unaware of the
sender and the receiver of the message they just know the
next node in the path to which the message has to be passed.

V1. Conclusion

In present days Question and Answer systems become the
part of our daily life, this Secure Social Q&A system helps
users to find answers for their question using two main
properties like common-interest among the users and also
mutual trust friendship. With the use of these properties
Secure Social Q&A helps users to find answers for their
questions without spending more time using searching
engines which produces a list of documents when searched
and also the answerer also gets the questions of his interest
without searching for the questions to answer.
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VII. Future Work

Comprehensive trace-driven experiments
and analysis results on the real-world Q&A activities from the
Social Q&A prototype show the promises of Social Q&A to
enhance answer quality and reduce answer wait time in
current Q&A systems, and demonstrate the secure and
efficiency improvement achieved by the enhancements. Since
same questions may be presented very differently and the
same question may be answered differently in different
situation, the scope for future work can be cooperated with
other techniques like natural language processing and
machine learning into Social Q&A to find the redundant
question with a large scale user set. Due to the dynamic of
user behaviour, Social Q&A can co-operate a machine
learning method to adjust three parameters appropriately,
which needs a large user base and much more usage.
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